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First time validation on DRMS

If you are logging into DRMS with 2FA for the first time, please follow
the steps below.

Step 1. Download the Google Authenticator app from the
Google Play Store or Apple App Store on your mobile phone
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First time validation on DRMS

Step 2: Sign into DRMS using your login details

Welcome

Copyright 2020




First time validation on DRMS

Step 3. On this page, scan the QR code using your Google
Authenticator app to generate the temporary code. Type the
code into the field next to the QR code to complete the validation

Google Authenticator :

Welcome 817998

PLEASE SCAN WITH AUTHENTICATOR AND
PUT THE GENERATED CODE BELOW
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Subsequent access to DRMS

If you are accessing DRMS after your first-time validation, please
follow the steps below.

Step 1: Sign into DRMS using your login details as per normal

Welcome

Copyright 2020




Subsequent access to DRMS

Step 2: When you get to this page, open your Google Authenticator
app and key in the OTP generated into the OTP field to sign in

= Authenticator

MerchantSer
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One-Time Password

780617

((sNIN 3)

Copyright 2020




L
Creating a new 2FA user

If you want to create a new user with 2FA, please follow the steps
below.

Step 1: On the left side panel, click ‘Users’ to go to the users
management page
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Creating a new 2FA user

Step 2: On the users management page, click on the ‘Create A
User’ button to create a new user.

<+ CREATE A USER)

Step 3: Key in the details of the user that you want to create, then
click ‘Save’

Users = Createa User

Login

® Without restriction
O Restricted to Merchants
O Restricted by Transaction flelds

( SAVE ) ( BT )
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Creating a new 2FA user

Step 4: A pop-up will appear for the second authentication factor
selection. Ensure that google-authenticator is selected before

clicking ‘Save’. Upon clicking ‘Save’, creation of user with 2FA is
completed.

Select a second authentication factor

‘ google-authenticator -»..-|

( CANCEL ) ( SAVE )




Revoking 2FA for existing user

If you need to revoke 2FA for a user who lost his/her mobile or has
left the company, please follow the steps below.

Step 1. Click ‘Users’ on the left side panel to go to the users
management page
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Revoking 2FA for existing user

Step 2: On the users management page, select the user whose 2FA
you want to revoke

Restricted by Tags Restricted by Merchants

Step 3: Once user is selected, a ‘Revoke 279 Factor' button will
appear. Click on the button to revoke the 2FA for the user.

1 selected EDIT DELETE RESET PASSWORD ACTIVATE ASSIGN 2ND FACTOR REVOKE 2ND FACTOR

Restricted by Tags Restricted by Merchants
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Assigning 2FA to existing user

If you need to assign an existing user with 2FA, please follow the
steps below.

Step 1. Click ‘Users’ on the left side panel to go to the users
management page

nets-vat-
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Assigning 2FA to existing user

Step 2. On the users management page, select the user to whom
you want to assign 2FA

1 selected EDIT DELETE RESET PASSWORD ACTIVATE AS5IGN 2ND FACTOR REVOKE 2ND FACTOR

Restricted by Tags Restricted by Merchants

Step 3: Once user is selected, a ‘Assign 2"9 Factor’ butfton will
appear. Click on the button to assign the 2FA to the user.

1 selected EDIT DELETE RESET PASSWORD ACTIVATE ASSIGN 2ND FACTOR REVOKE 2ND FACTOR

Restricted by Tags Restricted by Merchants




Assigning 2FA to existing user

Step 4: Upon clicking the ‘Assign 29 Factor’ button, a pop-up will
appear for selection of the second authentication factor. Ensure
that ‘google-authenticator’ is selected before clicking ‘Save’.
Upon clicking ‘Save’, assignment of 2FA to user is completed.

Select a second authentication factor
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